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USING DIGITAL FINGERPRINTS TO
ASSOCIATE DATA WITH A WORK

RELATED APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 13/626,709, filed on Sep. 25, 2012, which is
herein incorporated by reference.

BACKGROUND OF THE INVENTION

Individuals often want to create annotations attached to
points or segments in a work (for example, a video, a music
recording, or the like) that can then be shared and used by
others, or that they can access themselves when the work is
replayed at a later time or different location. Standard
methods of associating data with a work at a particular point
in the work rely on using time offsets into the work such that
there is an inherent risk in presenting the associated data too
early or too late, thus diminishing a user experience.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments described herein will be understood
more fully from the detailed description given below and
from the accompanying drawings, which, however, should
not be taken to limit the application to the specific embodi-
ments, but are for explanation and understanding only.

FIG. 1 is a block diagram of an exemplary network
architecture, in accordance with one embodiment of the
present invention.

FIG. 2Ais a block diagram of one embodiment of a client
media manager.

FIG. 2B is a block diagram of one embodiment of a digital
fingerprint manager.

FIG. 3 is a flow diagram showing an embodiment for a
method of associating data with a digital fingerprint.

FIG. 4 is a flow diagram showing an embodiment for a
method of replacing a digital fingerprint on a user device
with a digital fingerprint of a master copy of a work.

FIG. 5 is a flow diagram showing an embodiment for a
method of replacing a digital fingerprint on a user device
based on the quality of a work during playback.

FIG. 6 is a flow diagram showing an embodiment for a
method of subscribing to data associated with a work for
display during playback by a client device.

FIG. 7 is a flow diagram showing an embodiment for a
method of processing digital fingerprints and associated data
received by a server.

FIG. 8 is a flow diagram showing an embodiment for a
method of streaming media work to a client with associated
data.

FIG. 9 is a flow diagram showing an embodiment for a
method of processing client requests for data subscriptions
by a server.

FIG. 10 illustrates a sequence diagram of transmission of
digital fingerprints and data between a producer client, a
server, and a consumer client, in accordance with one
embodiment of the present invention.

FIG. 11 is a block diagram illustrating an exemplary
computer system, in accordance with one embodiment of the
present invention.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

Methods and systems for enabling a user device to receive
user-entered data (or other user originated data) and asso-
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ciate that data with a fingerprint of a segment for a work are
described. Methods and systems for enabling a user device
or server to transmit data associated with a fingerprint for
playback are also described. The user device may be any
content rendering device that includes a modem or network
interface for connecting the user device to a network.
Examples of such user devices include cellular telephones,
personal digital assistants (PDAs), portable media players,
installed media players, tablet computers, laptop computers,
netbooks, televisions, smart TVs (televisions with integrated
internet capabilities) cable and satellite television set-top
boxes, smart glasses, smart clothing, smart watches, smart
appliances, and the like.

In one embodiment, a user device plays a work and
receives data to be associated with a particular point in the
work. Alternatively, the user device may use a microphone
and/or camera to sample a work from a surrounding envi-
ronment (e.g., to sample a performance of a work or a work
being rendered by another device). The user device may
receive data to be associated with a particular point of the
sampled work. A work may be anything that is fixed in a
tangible medium. Some examples of works include, but are
not limited to, audio renderings, video renderings, images
and video/audio renderings. An example of an audio ren-
dering is a song or other audio track. Examples of video
renderings include animation or video sequence. Examples
of'an image include photographs and paintings. Examples of
audio/video renderings include movies, television shows,
cartoons, and any audio/video combination that is fixed
using MPEG, AVI, VHS or any of the analog or digital
encoding technologies as are commonly known. A single
work may be rendered in many different ways in a tangible
medium. For example, one fixed audio segment may be
fixed on an analog tape, in an MP3 audio stream, and as part
of'a soundtrack in an audio/video rendering, and so forth. It
will be obvious to anyone fluent in the art that embodiments
of the present invention can apply to one entire work and to
segments of a work. It will also be obvious that one work
may contain segments of another work. Note that in some
embodiments (e.g., in the case of sampling a live perfor-
mance), the work being sampled may not initially be embod-
ied in a tangible medium.

The user device may generate a user digital fingerprint of
a segment of the work at the particular point in the work and
associate the data to the fingerprint. As used herein, a user
digital fingerprint may be a fingerprint of a work generated
by a user device. The data and user digital fingerprint may
be sent to a server to be saved for use during a later playback
of the work. In one embodiment, the data and user finger-
print together form a tag. The server may replace the user
digital fingerprint in the tag with a master digital fingerprint.
As used herein, a master digital fingerprint may be a
fingerprint of a high quality version of the known work. A
second user device may receive the digital fingerprint and
data at some point in time. The second user device may use
the associated user fingerprint or master fingerprint to deter-
mine the point in the playback of the work that corresponds
to the point that has data associated with it. The second user
device may present the associated data to the user of the
second user device. For example, a first user may use a
mobile phone to play a video and enter text commentary at
particular points in the video. A second user device, while
playing back the same work, may identify the particular
point in the video using the digital fingerprint, and may
present the commentary entered by the first user at the
particular point in the video.
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In another embodiment a first device may be rendering a
media stream. A second device may capture samples of the
rendering by means of a microphone or camera on the
second device. Data may be input by a user, and may be
associated with a user fingerprint created from the captured
samples of the media stream. For example the first device
may be rendering a DVD or radio program. The second
device may be sampling this media stream by way of a
camera or microphone. The second device generates a user
digital fingerprint of an immediate portion of the media
stream being samples and associates the data with the user
digital fingerprint for later use. In this example, the term
immediate portion may mean a portion of the captured
samples of the media stream (which may occur as much as
two minutes before or two minutes after the point in the
media stream where the data should be associated).

In another embodiment, both actions may occur on the
same device instead of separate devices. A user device may
play a work and receive data to be associated with a
particular point in the work. The user device generates a user
digital fingerprint of the work, or portion thereof, and
associates the data to the user fingerprint. The data and user
fingerprint (or master fingerprint) may be saved locally on
the user device for use during a later playback of the work.
During later playback of the work on the same device (which
may be a same rendition of the work or a different rendition
of the work), the user device may determine the point in the
work that has associated data and present it to the user. For
example, a user may download a video to a tablet computer,
play it on the tablet computer, and enter text commentary at
particular points in the video. The same tablet computer
while playing back the video, may present the commentary
entered by the first user at the particular point in the video.

In another embodiment the data associated with a point in
the work using the fingerprint may instruct the client device
to take some action. By means of example and not limita-
tion, some actions include—communicating with another
application on the device, such as a to-do list application;
communicating with another server, such as one that would
provide a purchase recommendation to the user; communi-
cating with another server, such as one that would log the
exposure of the device to the work at the point of the
fingerprint; communicating with another device to cause it
to behave in some way, such as vibrate, rotate, elevate,
release a scent, change color, change temperature, emit
sounds, and/or display some information; and so forth.

In another embodiment the user device may generate a
user fingerprint from a media stream. The user device may
use this fingerprint to identify the work being played. The
user device may then download a master fingerprint of a
known work which corresponds to the work being played.
The user device then associates data with the master finger-
print of the known work. Note that in an alternative embodi-
ment, the user device may extract a portion of the master
fingerprint and associate the data with the extracted portion
of the master fingerprint. For example, the master fingerprint
may be a fingerprint of multiple segments. The user device
may extract a portion of the master fingerprint that is
associated with a particular segment or set of segments.

FIG. 1 is a block diagram of an exemplary network
architecture 100 in which embodiments described herein
may operate. The network architecture 100 may include a
server system 140, a media server 150, and one or more user
devices 105-110 capable of communicating with the server
system 140 and/or the media server 150 via a network 135
(e.g., a public network such as the Internet or a private
network such as a local area network (LAN)) and/or a
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wireless communication system 130. In one embodiment, a
user device 105 connects to server system 140 and/or media
server 150 via the wireless communications system 130 and
network 135. In another embodiment a user device 110
connects to server system 140 and/or media server 150 via
network 135. In another embodiment user device 105 is not
connected to a network and performs the described functions
in isolation.

The user devices 105-110 may be variously configured
with different functionality to enable consumption of one or
more types of media items and/or sampling of works from
an environment in which the user devices 105-110 are
placed. The media items may be any type of format of digital
content, including, for example, digital audio (e.g., music,
audible books, etc.), digital video (e.g., movies, television,
short clips, etc.), and multimedia content. Each media item
may include a specific work. The user devices 105-110 may
include any type of content rendering devices such as mobile
phones, laptop computers, portable media players, tablet
computers, cameras, video cameras, netbooks, notebooks,
desktop computers, televisions, cable and satellite television
set-top boxes, audio or image sensing eyewear, and the like.
In one embodiment, the user devices 105-110 are mobile
devices. The user devices 105-110 may store content locally
on storage media or in memory for later playback. Addi-
tionally, media server 150 may deliver media to the user
devices 105-110, such as during streaming of music or
videos to the user devices 105-110.

In one embodiment, user devices 105-110 may include a
microphone 123 and/or a camera 124, which may be inte-
grated into the device or attached externally. Microphone
123 may be used to sample audio of a surrounding envi-
ronment of user devices 105-110. Similarly, Camera 124
may be used to sample audio, video, or images of a sur-
rounding environment of the user device 105-110. For
example, if a nearby media rendering device 175 (e.g., a
radio having a radio receiver 178 or a television (TV) having
a TV receiver 180, or a DVD player) is playing a work, the
microphone may pick up segments of the work being played
by the media rendering device 175.

In one embodiment, one or more of the user devices
105-110 include a client media manager 115. The client
media manager 115 may manage the processing of media
items on the user devices 105-110, the provisioning of
sampled audio and/or video data that includes segments of
works, as well as the generation of digital fingerprints of the
work (or works) included in the media items. For example,
the client media manager 115 may manage the generation of
user digital fingerprints of audio, video, or images captured
by user devices 105-100 via microphone 123 or camera 124
from the surrounding environment. The client media man-
ager 115 may also manage the generation of user digital
fingerprints directly from the media being rendered by
playback module 122. The client media manager 115 may
also manage the receipt of data, association of the data with
the user digital fingerprints (e.g., to generate a tag), sending
and receiving information (e.g., tags) to and from server
system 140, and the presentation of data during playback of
a work. The client media manager 115 may be comprised of
a producer module 120 and a consumer module 125.

The producer module 120 may handle processing
involved in the management of the data to be associated with
a work played on or sampled by the user devices 105-110.
In one embodiment, producer module 120 monitors play-
back of a work (e.g., a work included in a media item played
on the user device or a work sampled from an environment
by the user device), and generates user digital fingerprints of
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the work locally on the user devices 105-110. In one
embodiment, a playback module 122 on the same user
device 105-110 as the client media manager 115 plays the
work that is fingerprinted. Alternatively, the user device
105-110 may not include a playback module 122, and may
rely on sampling of a work from an environment of the user
device 105-110. The work may be in streamed media being
played by a player on the user device, such as a streamed
movie or song being provided by a media server. The work
may also be in a stored media item that is being played on
the user device, such as playback of a digital video disk
(DVD), stored movie file, stored audio file, and so forth. The
work may also be a broadcast of the work that is received by
a tuner on the user device. For example, the work may be a
radio broadcast, a television broadcast, and so forth. The
work may also be sampled from an environment of the user
device. For example, the work may be rendered from any
source by another device, the rendering of which is then
sensed by the user device.

In one embodiment, digital fingerprints are generated
continuously during playback. Alternatively, a cache of
recently played segments of a work may be maintained, and
fingerprints may be generated from such cached segments,
present segments, and/or subsequent segments responsive to
a user command to add data to the work at a particular point
in the work. Producer module 120 receives a command to
associate data with the work at a particular point in the work
to be presented at the same point during playback of the
work at a later time. For example, the data may be text
commentary, a digital image, a uniform resource locator
(URL), a video, a sound effect or a command.

Producer module 120 associates the received data with the
user digital fingerprint that corresponds to the segment of the
work at the particular point in the work and saves it for later
use. In one embodiment, producer module 120 generates a
tag that includes the user digital fingerprint and the data. A
segment of a work may be less than an entirety of the work
and may include at least one of audio or video or image
media content. In one embodiment, a segment is a clip (e.g.,
a sequence of frames) of the work. For example, a segment
may be between a single frame and a 10 second clip of a
video or song. For example, a segment may be between 5%
and 100% of an image. For example, a segment may contain
the entire visual image and some irrelevant other data
around the image, as when one takes a video of a television
screen but the television screen does not consume the entire
image space. In one embodiment, the data and associated
user digital fingerprint are saved locally on user devices
105-110 for later use on the same user device. In another
embodiment, the data and associated user digital fingerprint
are transmitted to server system 140 to be saved in data
storage 160 and fingerprint storage 155 for later use on the
same or other user devices. The server system 140 may
additionally replace the user digital fingerprint with a higher
quality master digital fingerprint (or a portion of a higher
quality master digital fingerprint). Such replacement may be
particularly useful when the user fingerprint was generated
from a segment of a work sampled from a microphone or
camera.

The consumer module 125 may handle processing
involved in presenting the data on the same or different user
devices 105-110 during later playback of the same work.
Said playback may occur on the same user device 105-110.
Alternatively said playback rendering may occur on some
other device and be sampled by microphone 123 or camera
124. During playback, consumer module 125 may generate
fingerprints of segments of the work and compare the digital
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fingerprint of the segment of the work being played back to
the user digital fingerprints or master fingerprints stored
locally on the user devices 105-110. Alternatively, consumer
module 125 may generate fingerprints and send these fin-
gerprints to server system 140 for comparison to user
fingerprints or master fingerprints. In such an embodiment,
the server system may respond with data associated with a
master fingerprint or user fingerprint matching the finger-
print that was sent to the server system. In one embodiment,
segments may overlap. For example, a first segment may
include seconds 1-5 in a video, a second segment may
include seconds 2-6, a third segment may include seconds
3-7, and so on. Accordingly, consumer module 125 may
generate a continuous stream of fingerprints from overlap-
ping segments during playback. In one embodiment, finger-
prints of segments are generated before those segments are
played. This enables a match to be made to the stored
fingerprint associated with the data before the segment
associated with the data is played. Note that a match may be
an approximate match. In one embodiment, two fingerprints
are determined to match if they differ by less than a
threshold amount (e.g., 10%, 20%, etc.).

Note that playback of the work may begin before the user
device 105-110 has received any data or associated master
fingerprints (or user fingerprints). In such an embodiment,
consumer module 125 may query server system 140 for data
and associated fingerprints after playback of the work by
playback module 122 has begun, or before the rendering
device 175 has begun rendering the work.

When consumer module 125 encounters a match between
a generated digital fingerprint and a saved digital fingerprint
that is associated with data, the data will be used. One use
of the data is that it be presented to the user on the user
devices 105-110. Another use is that the data be presented on
another device such as a TV display or radio. Additionally,
other actions may be performed, such as communicating
with another device or server, communicating with another
application on the user device, loading a web page, posting
data to a blog or social media site, and so forth. One can
imagine a user device posting to a user’s Facebook page a
message that the user has just watched some particular part
of a movie or television show.

In one embodiment, a playback time range is associated
with the digital fingerprint. The playback time range may
indicate a point during playback at which digital fingerprints
shall be generated for comparison to the saved fingerprint.
This may save processing power by minimizing the number
of fingerprints that are generated during playback. The
playback time range may include a time in the work asso-
ciated with the segment used to generate the fingerprint
associated with the data plus or minus an error factor (e.g.,
10 minutes). The error factor may account for changes that
are made to the work (e.g., cutting the play time of the work
to add commercials, changing a starting time of the work,
and so forth).

In another embodiment, consumer module 125 may send
a request to server 140 to subscribe to any data saved on the
server system 140 that is entered by a particular user on any
user device or any data saved for a particular work. During
playback of a work, consumer module 125 may generate a
digital fingerprint of the segment of the work being played
back and send a request to server system 140 to determine
whether there is any saved data associated with a master
fingerprint or user fingerprint that matches the fingerprint
generated on the user device. If server system 140 finds any
saved data associated with a matching master or user fin-
gerprint, it may then send that saved data to consumer
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module 125. When consumer module 125 encounters the
particular point in the work where the fingerprint matches
that of the master or user fingerprint associated with the data,
the data will be used in any of the ways previously
described.

Alternatively, consumer module 125 may send a request
to server system 140 to receive all fingerprints with associ-
ated data for a particular work that have been generated by
one or more entities to which the user subscribes. Server
system 140 may then send the fingerprints and the associated
data to the user device. Consumer module 125 may match
the fingerprints with the generated fingerprints during play-
back and when the particular points in the work are encoun-
tered, use the associated data as appropriate.

In one embodiment, the data may be presented by dis-
playing text associated with the particular point in the work.
Additionally, the user devices 105-110 may display a digital
image, launch a web browser to display a URL, play a video
clip or sound effect, or execute a command on the user
devices 105-110. Other types of data may also be associated
with the fingerprint to perform other actions.

User devices 105-110 may connect to the server system
140 via a wireless communication system 130. The wireless
communication system 130 may provide a wireless infra-
structure that allows users to use the user devices 105-110 to
consume items provided by the server system 140 without
being tethered via hardwired links. The wireless communi-
cations systems 130 may be wireless fidelity (WiFi) hotspots
connected with the network 135. The wireless communica-
tion systems 130 may alternatively be a wireless carrier
system (e.g., as provided by Verizon®, AT&T®, T-Mobile®,
etc.) that can be implemented using various data processing
equipment, communication towers, etc.

The server system 140 may include one or more machines
(e.g., one or more server computer systems, routers, gate-
ways, etc.). In one embodiment, the server system 140
includes one or more cloud based servers (such as server
systems made accessible to network connectivity via the
internet or wireless carrier systems), which may be hosted,
for example, by cloud based hosting services such as Ama-
zon’s® Elastic Compute Cloud® (EC2).

The server system 140 may have greater resources than
the user devices 105-110. Accordingly, the server system
140 may implement resource intensive algorithms for
matching the fingerprint of the work during playback to
fingerprints associated with data for presentation on the user
devices 105-110. Thus, in some instances improved through-
put and/or improved fingerprint matching may be achieved
by having the server system 140 perform fingerprint match-
ing for the user devices 105-110.

In one embodiment, server system 140 may include a
digital fingerprint manager 145, a fingerprint storage 155,
and a data storage 160. Digital fingerprint manager 145 is
configured to match user digital fingerprints generated by
user devices 105-110 to master digital fingerprints of known
works stored and to previously generated user digital fin-
gerprints stored on the server system 140 in fingerprint
storage 155. Additionally, digital fingerprint manager 145
manages the receipt, storage, and distribution of data asso-
ciated with master digital fingerprints of known works and
data associated with user digital fingerprints. Data received
by digital fingerprint manager 145 is stored in data storage
160 for later distribution. Alternatively, master and/or user
digital fingerprints and data may be stored together in a
single file, or may be stored in a relational database. Further,
digital fingerprint manager 145 processes subscription
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requests from user devices 105-110, utilizing fingerprint
storage 155 and data storage 160.

For example, producer module 120 on user devices 105-
110 may create a user fingerprint and associated data com-
bination, then send the combination to server system 140 via
network 135. Digital fingerprint manager 145 on server 140
will receive the user fingerprint and data combination, and
compare the user fingerprint generated by the user device to
the master fingerprints stored in fingerprint storage 155.
Once a corresponding master fingerprint is located in fin-
gerprint storage 155, digital fingerprint manager 145 may
store the data in data storage 160 and associate that data with
the master fingerprint of the known work stored in finger-
print storage 155. Thus, the data may be stored on the server
system 140 such that it is associated with a high quality
master digital fingerprint of the work. This may improve an
ability to match future user fingerprints generated from the
segments of a low quality of a work being sampled to the
digital fingerprint associated with the data.

In one embodiment, if no match to a master fingerprint
can be made, then digital fingerprint manager 145 may store
the data in data storage 160, store the user digital fingerprint
in fingerprint storage 155, and associate the two. Thus, it is
possible that some elements of data in data storage 160 are
only associated with user fingerprints and not with any
master fingerprint. Alternatively, even if a match is made
between a user fingerprint and a master fingerprint, the
digital fingerprint manager 145 may choose to store the user
digital fingerprint in fingerprint storage 155 and associate
the data with both fingerprints. Thus, the digital fingerprint
manager 145 may have several fingerprints associated with
data. This multiplicity of fingerprints may be useful to
improve the ability to match future user fingerprints.

In another embodiment, consumer module 125 on user
devices 105-110 sends a subscription request for a media
work that is saved on server system 140. The work may be
downloaded and stored locally on user devices 105-110 or it
may be streamed to the user devices 105-110 via media
server 150, or it may be streamed to an ancillary media
rendering device and captured via microphone 123 or cam-
era 124. For works stored locally on user devices, digital
fingerprint manager 145 may transmit some or all digital
fingerprints of the work stored in fingerprint storage 155
along with associated data from data storage 160 to the user
device so the user device can manage playback and presen-
tation of the data locally.

For works streamed via media server 150, digital finger-
print manager 145 may transmit the fingerprints and asso-
ciated data to media server 150 so that it may embed these
in the media stream such that the user device need not
compare locally generated digital fingerprints to those on the
server. In this embodiment, media server 150 streams the
work with the associated data already integrated at the
appropriate place in the work. In one embodiment, media
server 150 includes a fingerprint comparison module 185
and a data insertion module 188. The fingerprint comparison
module 185 may generate fingerprints of a work being
streamed, and may compare those fingerprints to a finger-
print received with associated data from server system 140.
Once a match is identified, data insertion module 188 may
insert the data into the work at a position in the work
indicated by the matching fingerprints. Thus, media server
150 may stream both the data and the work to the user device
105, 110. Then the user device would not need to perform
any fingerprint generation or comparison. The user device
may simply act on the data when it is encountered in the
stream.
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In another embodiment the digital fingerprint manager
145 may transmit a master digital fingerprint of a known
work from fingerprint storage 155 to the user devices where
producer module 120 will make the comparison between the
producer generated fingerprint and the master fingerprint of
the known work. When the producer module 120 is
instructed to create a tag it may associate the data for the tag
with a master fingerprint taken from a portion of the fin-
gerprint of the known work.

FIG. 2Ais a block diagram of one embodiment of a client
media manager 200, which may correspond to the client
media manager 115 of FIG. 1. The client media manager 200
may include one or more of a producer module 205 and a
consumer module 210. Additionally, client media manager
200 may receive an incoming media work 240, incoming
digital fingerprints 241 and incoming data 242, as well as
transmit outgoing digital fingerprints 243 and outgoing data
244. The incoming work 240 may be from digital stream, a
playback module 225, a microphone capture 250, a camera
255, or other sensor capable of fixing the work in a digital
form. The incoming work 240 may be a sampling of a work
being played on a separate device.

Producer module 205 is configured to enable a user device
to associate data to a segment of a work at a particular point
in the work. In one embodiment, producer module 205
includes a fingerprint generator 215, a data association
module 220 and a data action module 230. In one embodi-
ment, producer module 205 may correspond to the producer
module 120 of FIG. 1.

Fingerprint generator 215 is configured to generate a
digital fingerprint from a segment of a work, such as audio
and/or video content. In one embodiment, fingerprint gen-
erator 215 may receive the audio and/or video content via
incoming work 240. Fingerprint generator 215 may create
the digital fingerprint using conventional digital signal pro-
cessing known in the art. For example, a digital fingerprint
of a sound stream may be generated according to acoustic
and/or perceptual features over time. In one embodiment,
digital fingerprints may be generated from the media content
of a work according to a predetermined or user-defined
interval. In another embodiment, a digital fingerprint may be
generated when a user attempts to associate data with a
segment of a work at a particular point in the work.

In one embodiment, digital fingerprints are generated by
generating a feature vector of a segment of the work. The
feature vector may be generated from an audio portion of the
work, an image portion of the work, or both. For example,
in one embodiment, fingerprint generator 215 measures a
variety of acoustical features of a segment. The acoustical
features may include loudness, pitch, bass, brightness, band-
width, Mel-frequency cepstral coefficients (MFCCs), and so
forth. Fingerprint generator 215 may also compute first
and/or second derivatives of some or all of these features to
determine changes in the features and rates of changes in the
features. Fingerprint generator 215 may compute statistical
measurements such as mean and standard deviations of each
of these features over the segment as well. Some or all of
these values may be included in the feature vector. For
example, in one embodiment, fingerprint generator 215
measures a variety of visual features of a frame. The visual
features may include luminosity, pixel colors, shading, etc.
For example in one embodiment, fingerprint generator 215
measures the variation in visual features over the segment of
the work. The time varying features may include the motion
of pixels or pixel regions, the change in luminosity, the gross
difference in pixel regions, and so forth.
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An optional playback module 225 configured to render a
work on the user device or otherwise play the work. In one
embodiment, an audio file, video file, video stream, audio
stream, etc. may be played by playback module 225. Play-
back module 225 may provide played (or to be played)
segments of the work to client media manager 200. Alter-
natively, a microphone 250 and/or camera 255 may capture
segments of a work from a surrounding environment, and
may provide these segments of the work to client media
manager 200.

Data association module 220 is configured to associate
data with a segment of a work at a particular point in the
work. In one embodiment, data association module 220 may
be invoked by producer module 205 when a user issues a
command to associate data with a work being played or
sampled. For example, a user may watch a video and issue
a command to enter text commentary at a particular point in
the video. In another embodiment, data association module
220 may be invoked by producer module 205 when a user
issues a command to associate data with a work being
captured by a microphone 250. Data association module 220
may receive the user-entered data via a keyboard and
associate the data with that point in the video. In one
embodiment this data may be user generated commentary. In
one embodiment, this association may be accomplished by
utilizing the user fingerprint generated by fingerprint gen-
erator 215 for that segment of the work. In one embodiment
data association module 220 matches the user fingerprint
from fingerprint generator 215 to a master fingerprint (or a
portion of a master fingerprint) of a known work 241 and
associates the data with the master fingerprint (or portion
thereof) of the known work. Data association module 220
may save the data and associated fingerprint locally on the
user device, either combined or separately in a file or
database. Alternatively, the data and digital fingerprint may
be sent to a server system via outgoing data 244 and
outgoing digital fingerprints 243 respectively.

Data action module 230 may be configured to display data
entered by a user during the process of associating that data
with a work. In one embodiment, if a user issues a command
to associate text commentary to a video, data action module
230 may present a window on the screen of the user device
to allow the user to observe the text being entered. In an
alternative embodiment, if a user issues a command to
associate a sound file to a work, data action module 230 may
present a graphical representation of a recording device to
permit the user to start and stop the sound file recording.
Thus, a user may review how generated data will be pre-
sented along with the work. In another embodiment, the user
may perform a new work that is captured via a microphone
or camera or both, and this new work may become the data
associated with the user fingerprint.

Consumer module 210 is configured to enable a user
device to receive and display data associated with segments
of'a work at particular points in the work. Consumer module
210 may also perform other actions at particular points in the
work based on the data. In one embodiment, consumer
module 210 includes a fingerprint generator 215, a finger-
print matching module 235, and a data action module 230.
In one embodiment, consumer module 210 may correspond
to the consumer module 125 of FIG. 1.

Fingerprint generator 215 is configured to generate a user
digital fingerprint from a segment of a work, as described
above. In one embodiment, fingerprint generator 215 may
also generate user digital fingerprints during playback of a
work in order to determine if and when associated data is to
be presented to the user (or other actions are to be per-
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formed). For example, if a user plays a video after having
subscribed to data and fingerprints entered by an entity for
that particular video, fingerprint generator 215 may generate
digital user fingerprints for the video during playback that
will be used to compare to tag fingerprints (fingerprints
associated with or included in a tag) to determine the
particular point in the video to present the data. In one
embodiment, the entity may be a user who enters data
associated with a media work. For example, a user may
associate text commentary data with particular points in a
video work. In another embodiment, the entity may be an
automated transcription service that associated data with a
media work from a data store. For example, an automated
service may add statistical information at particular points in
a broadcast of an athletic event, such as historical batting
averages of baseball players during the broadcast of a
baseball game. Another example is an automated object
recognition system associating data about a recognized
object, such as a particular automobile, actor, location, or
product, to particular points in the work.

Fingerprint matching module 235 is configured to match
digital fingerprints of a work with stored user or master
fingerprints associated with data in order to determine points
in the work to present the data. In one embodiment, finger-
print matching module 235 receives digital fingerprints
generated by fingerprint generator 215 in consumer module
210 from incoming work 240. In one embodiment, a user
device may receive a collection of digital fingerprints with
associated data for a particular video from a server and store
them locally. This collection of fingerprints may contain user
fingerprints from other users, user fingerprints from this
user, and/or master fingerprints. During playback of that
video, fingerprint matching module 235 may compare the
fingerprints received from the server (e.g., fingerprints with
associated data) to those fingerprints generated by finger-
print generator 215 (e.g., newly generated user fingerprints)
in order to use the associated data at the appropriate point in
the video. In another embodiment, a user device may receive
a collection of fingerprints with associated data for a number
of works and store them locally. In another embodiment, a
user device may receive fingerprints with associated data for
a number of works, all the data originating from a particular
source.

Data action module 231 is configured to display data
associated with a work at a particular point in the work
and/or to perform other actions at the particular point in the
work. In one embodiment, data action module 231 may
receive a notification during playback of a work that there is
data associated with a particular point in a segment of that
work. Data action module 231 may then present the data on
the user device at the appropriate point during playback. For
example, during playback of a video, data action module
231 may receive notification from fingerprint matching
module 235 that there is text commentary associated with a
particular point in the video. Data action module 231 may
then present a window on the screen of the user device to
display the text commentary on the screen. Alternatively,
data action module may perform other actions at the par-
ticular point in the video, such as loading a web page,
loading an application, communicating with a remote device
or server, and so forth.

FIG. 2B is a block diagram of one embodiment of a digital
fingerprint manager 250, which may correspond to the
digital fingerprint manager 145 of FIG. 1. The digital
fingerprint manager 250 may include one or more of a
fingerprint matching engine 255, a data management engine
260, a media quality analyzer 265, and a subscription
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manager 270. Additionally, digital fingerprint manager 250
may receive incoming digital fingerprints 275 and incoming
data 280, as well as transmit outgoing digital fingerprints
285 and outgoing data 290.

Fingerprint matching engine 255 is configured to match
user digital fingerprints generated by a user device with high
quality master digital fingerprints of known works stored on
a server system. For example, a user device that captures
user digital fingerprints of a work in order to associate data
with particular points in that work may send the user digital
fingerprints to fingerprint matching engine 255 as part of the
process to store the associated data on the server

Data management engine 260 is configured to store and
distribute data entered by a user device associated with a
work at a particular point in the work. Data may be stored
in a storage facility such as data storage 160 from FIG. 1. In
one embodiment, data management engine 260 receives
incoming data 280 in combination with incoming user
digital fingerprints 275. Once the incoming user digital
fingerprints 275 are matched with master digital fingerprints
of known works via fingerprint matching engine 255, the
incoming data 280 may be stored on the server and associ-
ated with the master digital fingerprints of the known work.
In another embodiment, when a user device subscribes to
data of a known work, data management engine 260 is
invoked to query the data storage and transmit outgoing data
290 to the user device. In another embodiment the user
device requests a master fingerprint from the data manage-
ment engine, does the matching on the user device, poten-
tially extracts an appropriate portion of the master finger-
print, and returns that to the data management engine with
the data.

Media quality analyzer 265 is configured to analyze the
quality of media being played back on the user device. Such
an analysis may be made based on the incoming user digital
fingerprints 275 received from the user device. In one
embodiment, media quality may be analyzed using objective
audio and video techniques known in the art such as signal-
to-noise ratio (SNR) or peak signal-to-noise ratio (PSNR).
Media quality analyzer 265 may also examine an audio or
video work for the presence of network transmission arti-
facts during playback when compared to a master copy to
determine whether the transmitted signal has been degraded.
In one embodiment, a received fingerprint includes an
associated media quality value that may have been generated
by a producer module that generated the fingerprint. The
producer module may have generated the media quality
value using the above described techniques.

Alternatively, media quality analyzer 265 may determine
the media quality from the digital fingerprint itself. For
example the producer module may determine that the user
fingerprint matches poorly with a master fingerprint thus
indicating that the user fingerprint was generated from a
poor quality rendering of the original work or that substan-
tial noise was included in the sampling of the work from a
microphone or camera. The producer module may determine
that the digital user fingerprint matches in some segments
but not in others. The producer module may infer that the
user fingerprint was generated from a rendering that
included pauses, or that failed to render some sections of the
original work.

The incoming user fingerprints may be replaced in the
outgoing digital fingerprint with the master fingerprints
stored on the server for the particular segment of the work.
Media quality analyzer 265 may thus lower network traffic
and limit processing when the work being played back is
known to be a higher quality sample such as a movie stored
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locally on the device or being streamed via a high speed
broadband connection. Additionally, replacing fingerprints
determined to be degraded may improve performance when
matching against the same work in future playbacks. Alter-
natively, the fingerprint may be replaced with the corre-
sponding fingerprint of the master copy of the work regard-
less of the media quality.

Subscription manager 270 is configured to process sub-
scription requests from user devices. In one embodiment, a
user device sends a request to the server to receive all data
and associated fingerprints entered for a particular work or
by a particular entity. In one embodiment, the entity may be
a user who enters data associated with a media work. For
example, a user may associate commentary data with par-
ticular points in a video work. In another embodiment, the
entity may be an automated transcription service that asso-
ciated data with a media work from a data store. For
example, an automated service may add statistical informa-
tion at particular points in a broadcast of an athletic event,
such as historical batting averages of baseball players during
the broadcast of a baseball game. As another example, an
automated service may add purchase information for items
that are shown in a particular scene of a television show. As
another example, an automated service may add travel
information for a location mentioned in a song. Subscription
manager 270 receives this request, and operates in conjunc-
tion with fingerprint matching engine 255 and data manage-
ment engine 260 to transmit the data and fingerprints asso-
ciated with a work to user devices of subscribing users.

FIG. 3 is a flow diagram of an embodiment for a method
300 of associating data with a digital fingerprint. Method
300 is performed by processing logic that may comprise
hardware (circuitry, dedicated logic, etc.), software (such as
is run on a general purpose computer system or a dedicated
machine), or a combination of both. In one embodiment, the
method 300 is performed by a user device 105-110 of FIG.
1. For example, the method of FIG. 3 may be performed by
a client media manager of a user device.

At block 305 of method 300, processing logic begins
sampling of a work on a computing device. In one embodi-
ment, the sampling may be of a media file or stream playing
back on the device itself. In another embodiment, the
sampling may be of a work being played on another device
directly coupled to the computing device. In another
embodiment, the sampling may be an audio and/or video
sampling of the environment of the user device using a
microphone or camera coupled to or contained within the
user device. The sampling may capture segments of the
work. In one embodiment, the computing device may be a
personal computer. In an alternative embodiment, the com-
puting device may be a tablet computer, smartphone, PDA,
smart TV, smart eyewear, or the like on which media can be
played or sampled. In an example, a television or radio or
Internet broadcast may be played by a TV or radio, and a
microphone or video camera coupled to the computing
device may pick up the played TV or radio broadcast.

At block 310, processing logic receives a command to
associate data with the work being played at a particular
point in the work. In one embodiment the point in the work
is specified by the user indicating that the data should be
associated with the point in the work that has just been
rendered. In one embodiment, the data may represent text
commentary manually entered by the user via a keyboard. In
an alternative embodiment, the data may be a uniform
resource locator (URL), a video, a sound effect, or a com-
mand. In another embodiment the data may be a new work
created by the user, such as a video, a drawing, or a bit of

30

40

45

50

55

14

audio commentary. Other types of data are also envisioned.
At block 315, processing logic generates a user digital
fingerprint of the segment of the work associated with the
particular point in the work identified at block 310. At block
320, processing logic associates the data created at block
310 with the user digital fingerprint generated at block 315.
This may include generating a single file that contains both
the data and fingerprint. Alternatively, the data and finger-
print may be generated and stored separately and connected
logically using a reference link or digital pointer (such as a
hyperlink).

At block 325, processing logic transmits the user digital
fingerprint and associated data to a server system, which
may be, for example, a cloud based server and/or a server
provided by a wireless carrier. The server may then store the
user digital fingerprint and associated data on the server
system. In one embodiment, the server may store the digital
fingerprint and associated data together in a single record of
a relational database. In another embodiment, the server
system may store the digital fingerprint and associated data
separately, such as in fingerprint storage 155 and data
storage 160 from FIG. 1 respectively.

FIG. 4 is a flow diagram showing an embodiment for a
method 400 of replacing a user digital fingerprint on a user
device with a master digital fingerprint of a master copy of
a work. Method 400 is performed by processing logic that
may comprise hardware (circuitry, dedicated logic, etc.),
software (such as is run on a general purpose computer
system or a dedicated machine), or a combination of both. In
one embodiment, the method 400 is performed by a user
device 105-110 of FIG. 1. For example, the method of FIG.
4 may be performed by a client media manager of a user
device.

At block 405 of method 400, processing logic generates
a user digital fingerprint of a segment of a work that
corresponds to a particular point in the work and associates
data with the user fingerprint. At block 410, processing logic
queries a server with the user digital fingerprint generated in
block 405. The server system may analyze a quality of the
user digital fingerprint and if found not to meet a predeter-
mined threshold, send a replacement master digital finger-
print to the user device. In one embodiment, the server may
do so from media quality analyzer 265 in FIG. 2B. At block
415, processing logic receives a master digital fingerprint
from the server. At block 420, processing logic replaces the
user digital fingerprint generated in block 405 with the new
master digital fingerprint received from the server in block
415.

In one embodiment, a user may play or sample a work on
a user device, and enter data associated with that work to be
replayed at a later time on that same user device or a
different user device. In this embodiment, the user device
may be streaming a video from an online source where
playback quality is low, thereby resulting in a low quality
user digital fingerprint generated on the user device. In
another embodiment, the user device may be sampling the
rendered work via a microphone or camera, thereby result-
ing in a sample of media contaminated by environmental
noise. The user device may query a server to obtain a higher
quality master digital fingerprint of the work from a database
of fingerprints of known works to replace the generated user
fingerprint in order to prevent possible problems during later
playback.

FIG. 5 is a flow diagram showing an embodiment for a
method 500 of replacing a user digital fingerprint on a user
device based on the quality of a work during playback or
sampling. Method 500 is performed by processing logic that
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may comprise hardware (circuitry, dedicated logic, etc.),
software (such as is run on a general purpose computer
system or a dedicated machine), or a combination of both. In
one embodiment, the method 500 is performed by a user
device 105-110 of FIG. 1. For example, the method of FIG.
5 may be performed by a client media manager of a user
device.

At block 505 of method 500, processing logic begins
sampling or playback of a work by a user device. At block
510, processing logic generates a user digital fingerprint of
a segment of the work at a particular point in the work and
associates data with the fingerprint. At block 515, processing
logic analyzes the quality of the segment of the work
processed in block 510. At block 520, processing logic
determines whether the quality of the segment of the work
analyzed at block 515 satisfies a predetermined threshold.
For example, a threshold may be set for video quality
limiting the number of frames that can be dropped due to
online bandwidth limitations. Additionally, a threshold may
be set for an audio track that limits the amount of audio noise
encountered during the playback of the segment.

If at block 520 processing logic determines that the
segment quality meets the threshold, the method continues
to block 535, and processing logic stores the user digital
fingerprint. If not, the method continues to block 525, and
processing logic queries a server for a replacement finger-
print. The query may include a copy of the generated user
digital fingerprint. At block 530, processing logic receives a
replacement fingerprint generated from a higher quality
segment stored on the server system. At block 530 the
received replacement fingerprint may be a master fingerprint
of a known work or a higher quality user fingerprint.

At block 535, processing logic stores the digital finger-
print on the user device. If a replacement fingerprint was
received by the server based on the threshold analysis
conducted at block 520, the replacement is stored. Other-
wise, the original user fingerprint is stored. The method may
repeat continuously so long as a work is being played and
data is being entered on the user device.

FIG. 6 is a flow diagram showing an embodiment for a
method 600 of subscribing to data associated with a work for
display during playback by a client device. Method 600 is
performed by processing logic that may comprise hardware
(circuitry, dedicated logic, etc.), software (such as is run on
a general purpose computer system or a dedicated machine),
or a combination of both. In one embodiment, the method
600 is performed by a user device 105-110 of FIG. 1. For
example, the method of FIG. 6 may be performed by a client
media manager of a user device.

At block 605 of method 600, processing logic subscribes
to data provided by another entity. In one embodiment, the
entity may be a user who enters data associated with a media
work. For example, a user may associate text commentary
data with particular points in a video work. In another
embodiment, the entity may be an automated transcription
service that associated data with a media work from a data
store. For example a user may subscribe to all data entered
by some particular user. For example a user may subscribe
to all data entered by some particular transcription service.
For example a user may subscribe to all data entered by any
entity for a particular work.

In another embodiment, tags may be categorized, and
processing logic may request all tags of a particular category
that is associated with any work. For example, a user may
subscribe to tags that that have been categorized as being
associated with a particular celebrity, animal, science, poli-
tics, or other subject matter. These categories may be indi-
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cated by a user who generates the data. Alternatively, the
data may be categorized using an automated categorization
process or through a human mediated editorial process.
Automated categorization may be performed by parsing data
and analyzing it using one or more categorization rules.
Each categorization rule may search for specific terms,
words, phrases, etc. If such information is found, the rule
may cause the data to be categorized with a category
associated with that rule.

At block 610, processing logic receives data and associ-
ated fingerprints from a server. In one embodiment, a user
device may receive all data and fingerprints for a particular
work generated by the entity to which the user device is
subscribed so that they may be stored on the user device
prior to playback. For example, a user that intends to play a
particular movie on a device may download all data and
associated fingerprints from the server prior to playback in
order to improve operating efficiency and reduce the risk of
issues arising during transmission during playback. In
another embodiment the device uses a user fingerprint to
identify the work that is being sampled and downloads tags
associated with the work.

At block 615, processing logic begins sampling of the
work on the user device. At block 620, processing logic
identifies a point in the work using the digital fingerprint that
is associated with data received from the server. This may be
performed by generating a sequence of overlapping digital
fingerprints of the work during playback of the work. These
digital fingerprints may be compared to the digital finger-
print associated with the data. If a matching digital finger-
print is found, the data may be used when the segment that
was used to generate the matching fingerprint is played. For
example, during the playback of a video on a device,
processing logic may identify a particular point in the video
where a prior user had associated text commentary. In
another embodiment, during the viewing of a television
show, processing logic may identify a particular point in the
show where a URL should be displayed. At block 625,
processing logic uses the data during playback of the par-
ticular point in the work. In one embodiment, if a prior user
had entered text commentary regarding the particular point
in the work, processing logic would display that commen-
tary on the user device such that it is viewable by the user.
In another embodiment, if a prior user had entered a video
regarding the particular point in the work, processing logic
would display that video on the user device such that it is
viewable by the user. This presentation may consume the
entire display surface. Alternatively this presentation may
take place in a window consuming only a portion of the
display surface. Alternatively the featured presentation may
be reduced to a window consuming only a portion of the
display surface and the presentation may consume the rest of
the surface. Alternatively the presentation may be audio and
play without consuming any of the visual display surface.
Alternatively the featured presentation may pause while the
prior user’s video and audio is played. Alternatively the
presentation may be made on another device, operatively
coupled to the user device. Alternatively the user device may
command another device to begin the presentation. As
discussed above, other actions may also be performed based
on the data at the particular point in the work.

FIG. 7 is a flow diagram showing an embodiment for a
method 700 of processing digital fingerprints and associated
data received by a server. Method 700 is performed by
processing logic that may comprise hardware (circuitry,
dedicated logic, etc.), software (such as is run on a general
purpose computer system or a dedicated machine), or a
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combination of both. In one embodiment, the method 700 is
performed by a server system 140 of FIG. 1. For example,
the method of FIG. 7 may be performed by a digital
fingerprint manager of a server system.

At block 705 of method 700, processing logic receives a
digital fingerprint and associated data from a user device. At
block 710, processing logic compares the user digital fin-
gerprint received to a collection of master digital known
work fingerprints stored on the server system such as in
fingerprint storage 155 of FIG. 1. At block 715, processing
logic identifies an additional fingerprint from the collection
of master fingerprints of known works or some portion
thereof that approximately matches the user digital finger-
print received at block 705. A person skilled in the art will
recognize that there are a plethora of digital fingerprint
techniques available to perform this matching. In one
embodiment, the method may identify fingerprints matching
known works such as movies, songs, episodic video, user
generated video, speeches, paintings, photographs, or the
like.

At block 720, processing logic associates the data
received with the matching master digital fingerprint stored
on the server. In one embodiment, the associated data may
be located in the same data store record as the stored digital
fingerprint. In another embodiment, the associated data may
be referenced by the stored digital fingerprint via a pointer
or other linking mechanism known in the art such that the
associated data and digital fingerprint need not be in the
same storage media. At block 725, processing logic stores
the associated data for later presentation during media
playback. In one embodiment, the associated data may be
stored on the server system in data storage 160 of FIG. 1.

FIG. 8 is a flow diagram showing an embodiment for an
optional method 800 of streaming media work to a client
with associated data. Method 800 is performed by process-
ing logic that may comprise hardware (circuitry, dedicated
logic, etc.), software (such as is run on a general purpose
computer system or a dedicated machine), or a combination
of'both. In one embodiment, the method 800 is performed by
a server system 140 of FIG. 1. For example, the method of
FIG. 8 may be performed by a media server of a server
system.

At block 805 of method 800, processing logic receives a
request from a client to stream a known work. In one
embodiment, a client may be a playback module 122 that
executes on a user device 105-110 of FIG. 1. For example,
the client may be a personal computer, tablet computer,
smart phone, smart eyewear, or other computing device.
Since server systems generally possess more processing
power than client devices, the processing used to determine
the particular point in a work to present associated data may
be conducted by the server and streamed to the client such
that the client need only display the contents of the stream
without further intervention. This method allows for client
devices with limited processing resources to receive asso-
ciated data at the proper point in the playback of a work.

At block 810, processing logic streams the known work to
the client. It is understood that the method may utilize
streaming technologies and known network protocols
known in the art to transmit the media to the client across a
network. In one embodiment, the method may access a
media server such as media server 150 of FIG. 1 to stream
the media to the client via network 135 of FIG. 1.

Atblock 815, processing logic generates a user fingerprint
of the streamed work. At block 820, processing logic com-
pares the user digital fingerprint generated at block 815 to
fingerprints associated with stored data. At block 825, pro-
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cessing logic determines whether the generated user finger-
print matches a stored fingerprint associated with the data. If
so, the method continues to block 830. Otherwise, the
method proceeds to block 840,

At block 830, processing logic determines the point in the
known work to insert data associated with the matching
fingerprint. At block 835, processing logic sends the asso-
ciated data to the client for presentation at the point in the
known work. In one embodiment, the method may send the
associated data embedded in the work as part of a single
stream of data. In another embodiment, the method may
establish two connections, ports, or “threads” with the client
device sending the work and the associated data separately
to be received by the client application. The client may
simply present the work and the data without performing
any additional processing to determine where to insert the
data. At block 840, processing logic determines whether the
work is still being streamed. If so, the method returns to
block 815. Otherwise, the method ends.

FIG. 9 is a flow diagram showing an embodiment for a
method 900 of processing client requests for data subscrip-
tions by a server. Method 900 is performed by processing
logic that may comprise hardware (circuitry, dedicated logic,
etc.), software (such as is run on a general purpose computer
system or a dedicated machine), or a combination of both. In
one embodiment, the method 900 is performed by a server
system 140 of FIG. 1. For example, the method of FIG. 9
may be performed by a subscription manager 220 of FIG.
2B.

At block 905 of method 900, processing logic receives a
request from a client to subscribe to data provided by an
entity. Alternatively, the request may be to subscribe to data
having a particular categorization. At block 910, processing
logic identifies a work to be played by the client. In one
embodiment, processing logic may receive a digital finger-
print from a client to identify the work. In another embodi-
ment, processing logic may receive the identity of the work
(e.g., as part of the subscription request received at block
905). For example, processing logic may receive a request
from a client to subscribe to all commentary for a specific
video work.

At block 915, processing logic identifies data associated
with the work. In one embodiment, the method may identify
this information by utilizing data storage 160 of FIG. 1. At
block 920, processing logic transmits the data and an asso-
ciated fingerprint to the requesting client for use. In one
embodiment, the method may transmit all data and finger-
prints for the work to the client such that the client can store
the information and use the data when the work is played
back or sampled at some later time. In an alternative
embodiment, the method may transmit the data as the work
is being played back on the client. In another embodiment,
the method may transmit all data and fingerprints from a
particular user to the subscribing client such that the client
can store the information and make use of it whenever the
work is played or sampled.

FIG. 10 illustrates a sequence diagram of an example
transmission of digital fingerprints and data between a
producer client 1005, a server 1010, and a consumer client
1015, in accordance with one embodiment of the present
invention. In one embodiment, producer client 1005 and/or
consumer client 1015 may be user devices 105-110 of FIG.
1. In one embodiment, producer client 1005 and consumer
client 1015 may logically represent the same physical
device. In one embodiment, server 1010 may be server
system 140 of FIG. 1.
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At block 1020, the producer client 1005 generates a user
fingerprint of a segment of a work and associates data with
the fingerprint. Producer client 1005 then executes process-
ing logic to send the user fingerprint and data to server 1025.
At block 1030, the server associates the data and user
fingerprint received with a known work fingerprint of a
known work. The data is then stored on the server system.
In one embodiment, the data is stored in data storage 160 of
FIG. 1.

At block 1035, the server identifies a data subscription to
the data stored at block 1030. The server then executes
processing logic to send fingerprint and data to client 1040.
Consumer client 1015 receives the fingerprint and data and
begins sampling a media stream (or playback of a work) at
block 1045. At block 1050, consumer client 1015 determines
a point in the work to present the associated data. At block
1055, consumer client 1015 presents the data at the particu-
lar point in the work.

Note that the above embodiments have been described
with reference to recorded works. However, embodiments of
the present invention may additionally be applied to live
video recordings. For example, a user may include a video
camera that records a scene at a particular location (e.g., at
Alcatraz island). The video camera may additionally include
a display that presents the image being recorded. In one
embodiment, the user may add data to the generated video
recording, which may be sent to a server along with an
associated fingerprint. When another individual takes an
image of the same scene, his video camera may receive the
data, and may present the data previously entered by the first
user when the scene is detected. In one embodiment, a
geo-location is associated with the data and fingerprint.
When a user device determines that it is at that geo-location,
it may retrieve data that has been recorded by other users at
that geo-location.

FIG. 11 is a block diagram illustrating an exemplary
computer system 1100 configured to perform any one or
more of the methodologies performed herein. In one
embodiment, the computer system 1100 corresponds to a
user device 105-110 of FIG. 1. For example, computer
system 1100 may be any type of computing device such as
a PDA, a mobile phone, a laptop computer, a portable media
player, a tablet computer, a camera, a video camera, a
netbook, a desktop computer, a gaming console, a DVD
player, a computing pad, a media center, and the like.
Computer system 1100 may also correspond to one or more
devices of the server system 140 of FIG. 1. For example,
computer system 100 may be a rackmount server, a desktop
computer, a network router, switch or bridge, or any other
computing device. The computer system 1100 may operate
in the capacity of a server or a client machine in client-server
network environment, or as a peer machine in a peer-to-peer
(or distributed) network environment. Further, while only a
single machine is illustrated, the computer system 1100 shall
also be taken to include any collection of machines that
individually or jointly execute a set (or multiple sets) of
instructions to perform any one or more of the methodolo-
gies discussed herein.

The computer system 1100 includes one or more process-
ing devices 1135, which may include general-purpose pro-
cessing devices such as central processing units (CPUs),
microcontrollers, microprocessors, systems on a chip (SoC),
or the like. The processing devices 1135 may further include
field programmable gate arrays, dedicated chipsets, appli-
cation specific integrated circuits (ASIC), a field program-
mable gate arrays (FPGA), digital signal processors (DSP),
network processors, or the like. The computer system 1100
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also includes system memory 1105, which may correspond
to any combination of volatile and/or non-volatile storage
mechanisms. The system memory 1105 stores information
which may provide an operating system component 1110,
various program modules 1115 such as digital fingerprint
manager 1185, program data 1120, and/or other components.
The computer system 1100 may perform functions by using
the processing device(s) 1135 to execute instructions pro-
vided by the system memory 1105. Such instructions may be
provided as software or firmware. Alternatively, or addition-
ally, the processing device(s) 1135 may include hardwired
instruction sets (e.g., for performing functionality of the
digital fingerprint manager 1185). The processing device
1135, system memory 1105 and additional components may
communicate via a bus 1180.

The computer system 1100 also includes a data storage
device 1125 that may be composed of one or more types of
removable storage and/or one or more types of non-remov-
able storage. The data storage device 1125 includes a
computer-readable storage medium 1130 on which is stored
one or more sets of instructions embodying any one or more
of the methodologies or functions described herein. As
shown, instructions for the digital fingerprint manager 1185
may reside, completely or at least partially, within the
computer readable storage medium 1130, system memory
1105 and/or within the processing device(s) 1135 during
execution thereof by the computer system 1100, the system
memory 1105 and the processing device(s) 1135 also con-
stituting computer-readable media. While the computer-
readable storage medium 1130 is shown in an exemplary
embodiment to be a single medium, the term “computer-
readable storage medium” should be taken to include a
single medium or multiple media (e.g., a centralized or
distributed database, and/or associated caches and servers)
that store the one or more sets of instructions. The term
“computer-readable storage medium” shall also be taken to
include any medium that is capable of storing or encoding a
set of instructions for execution by the machine and that
cause the machine to perform any one or more of the
methodologies of the present disclosure. The term “com-
puter-readable storage medium” shall accordingly be taken
to include, but not be limited to, solid-state memories,
optical media, and magnetic media.

The computer system 1100 may also include one or more
input devices 1140 (keyboard, mouse device, specialized
selection keys, etc.) and one or more output devices 1145
(displays, printers, audio output mechanisms, etc.). In one
embodiment, the computer system 1100 is a user device that
includes one or more microphones 1150 and one or more
speakers 1155.

The computer system may additionally include a wireless
modem 1160 to allow the computer system 1100 to com-
municate via a wireless network (e.g., such as provided by
a wireless communication system) with other computing
devices, such as remote user devices, a server system, and so
forth. The wireless modem 1160 allows the computer system
1100 to handle both voice and non-voice communications
(such as communications for text messages, multimedia
messages, media downloads, web browsing, etc.) with a
wireless communication system. The wireless modem 1160
may provide network connectivity using any type of mobile
network technology including, for example, cellular digital
packet data (CDPD), general packet radio service (GPRS),
enhanced data rates for GSM evolution (EDGE), universal
mobile telecommunications system (UMTS), 1 times radio
transmission technology (1xRTT), evaluation data opti-
mized (EVDO), high-speed down-link packet access (HS-
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DPA), WiFi, long term evolution (LTE), worldwide interop-
erability for microwave access (WiMAX), etc.

Computer system 1100 may additionally include a net-
work interface device 1175 such as a network interface card
(NIC) to connect to a network.

In the above description, numerous details are set forth. It
will be apparent, however, to one of ordinary skill in the art
having the benefit of this disclosure, that embodiments of the
invention may be practiced without these specific details. In
some instances, well-known structures and devices are
shown in block diagram form, rather than in detail, in order
to avoid obscuring the description.

Some portions of the detailed description are presented in
terms of algorithms and symbolic representations of opera-
tions on data bits within a computer memory. These algo-
rithmic descriptions and representations are the means used
by those skilled in the data processing arts to most effec-
tively convey the substance of their work to others skilled in
the art. An algorithm is here, and generally, conceived to be
a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations
of physical quantities. Usually, though not necessarily, these
quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared,
and otherwise manipulated. It has proven convenient at
times, principally for reasons of common usage, to refer to
these signals as bits, values, elements, symbols, characters,
terms, numbers, or the like.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the above discussion, it is appreciated that
throughout the description, discussions utilizing terms such
as “receiving”, “generating”, “associating”, “querying”,
“analyzing”, “replacing” or the like, refer to the actions and
processes of a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical (e.g., electronic) quantities within the
computer system’s registers and memories into other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such informa-
tion storage, transmission or display devices.

Some portions of the detailed description are presented in
terms of methods. These methods may be performed by
processing logic that may comprise hardware (circuitry,
dedicated logic, etc.), software (such as is run on a general
purpose computer system or a dedicated machine), or a
combination of both. In certain embodiments, the methods
are performed by a user device, such as user devices 105-110
of FIG. 1. In other embodiments, the methods are performed
by server devices, such as server system 140 of FIG. 1.

Embodiments of the invention also relate to an apparatus
for performing the operations herein. This apparatus may be
specially constructed for the required purposes, or it may
comprise a general purpose computer selectively activated
or reconfigured by a computer program stored in the com-
puter. Such a computer program may be stored in a computer
readable storage medium, such as, but not limited to, any
type of disk including floppy disks, optical disks, CD-
ROMs, and magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), EPROM:s,
EEPROMs, magnetic or optical cards, or any type of media
suitable for storing electronic instructions.

It is to be understood that the above description is
intended to be illustrative, and not restrictive. Many other
embodiments will be apparent to those of skill in the art
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upon reading and understanding the above description. The
scope of the invention should, therefore, be determined with
reference to the appended claims, along with the full scope
of equivalents to which such claims are entitled.

What is claimed is:

1. A method comprising:

receiving, by a computing device, data and a digital

fingerprint associated with the data, the digital finger-
print having been generated from a segment of a work
that corresponds to a point in the work, wherein the
digital fingerprint comprises a feature vector of the
segment of the work;

during playback of the work, identifying, by the comput-

ing device, the point in the work using the digital
fingerprint; and

performing, by the computing device, an action associated

with the data during the playback of the point in the
work.
2. The method of claim 1, further comprising
during playback of the work on the computing device,
receiving a command to associate additional data with
the work at an additional point in the work;

generating an additional digital fingerprint of an addi-
tional segment of the work, wherein the additional
segment corresponds to the additional point in the
work; and

associating the additional data with the additional digital

fingerprint.

3. The method of claim 2, further comprising:

querying a server, the query comprising the additional

digital fingerprint;
receiving a master digital fingerprint of a segment of a
copy of the work from the server, the segment of the
copy corresponding to the segment of the work; and

replacing the additional digital fingerprint with the master
digital fingerprint.

4. The method of claim 3, further comprising:

analyzing a quality of the additional segment of the work

based on at least one of characteristics of the additional
segment or characteristics of the additional digital
fingerprint; and

querying the server in response to determining, based on

the analysis, that a quality of the additional segment of
the work fails to satisfy a quality threshold.

5. The method of claim 2, further comprising:

transmitting the additional digital fingerprint and associ-

ated data to a server for later use during playback of the
work on at least one of the computing device or an
additional computing device.

6. The method of claim 1, further comprising:

sending a request to a server to subscribe to at least one

of first data associated with the work or second data
associated with a particular account, at least one of the
first data or the second data comprising the received
data.

7. The method of claim 1, wherein the data comprises at
least one of a text commentary, a digital image, a uniform
resource locator (URL), a video, a sound effect, or a com-
mand.

8. A non-transitory computer readable medium compris-
ing instructions that, when executed by a processing device,
cause the processing device to perform operations compris-
ing:

receiving, by the processing device, a command to asso-

ciate data with a work at a point in the work;
generating, by the processing device, a first digital fin-
gerprint of a segment of the work, wherein the segment
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corresponds to the point in the work, and wherein the
first digital fingerprint comprises a feature vector of the
segment of the work; and
associating the data with the first digital fingerprint,
wherein the first digital fingerprint associated with the
data is usable to identify the point in the work at which
an action associated with the data is to be performed.
9. The non-transitory computer readable medium of claim
8, wherein said data comprises at least one of a text
commentary, a digital image, a uniform resource locator
(URL), a video, a sound effect, or a command.
10. The non-transitory computer readable medium of
claim 8, the operations further comprising:
querying a server, the query comprising the first digital
fingerprint;
receiving a second digital fingerprint of a segment of a
high quality version of the work from the server, the
segment of the high quality version of the work corre-
sponding to the segment of the work; and
replacing the first digital fingerprint with the second
digital fingerprint.
11. The non-transitory computer readable medium of
claim 10, the operations further comprising:
analyzing a quality of the segment of the work based on
characteristics of the segment; and
querying the server in response to determining, based on
the analysis, that the quality of the segment of the work
fails to satisfy a quality threshold.
12. The non-transitory computer readable medium of
claim 10, the operations further comprising:
analyzing a quality of the segment of the work based on
characteristics of the first digital fingerprint; and
querying the server in response to determining, based on
the analysis, that the quality of the segment of the work
fails to satisfy a quality threshold.
13. The non-transitory computer readable medium of
claim 8, the operations further comprising:
transmitting the first digital fingerprint and associated data
to a server for later use during playback of the work on
at least one of the computing device or an additional
computing device.
14. The non-transitory computer readable medium of
claim 8, the operations further comprising:
sending a request to a server to subscribe to additional
data;
receiving the additional data and an additional digital
fingerprint associated with the additional data, the
additional digital fingerprint having been generated
from an additional segment of the work that corre-
sponds to an additional point in the work;
during playback of the work on the computing device,
identifying the additional point in the work using the
additional digital fingerprint; and
presenting the additional data during the playback of the
additional point in the work.
15. The non-transitory computer readable medium of
claim 14, wherein identifying the additional point in the
work comprises:
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generating a plurality of fingerprints for a plurality of
segments of the work; and
comparing the additional fingerprint to the plurality of
fingerprints to find one of the plurality of fingerprints
that approximately matches the additional fingerprint.
16. A computing device comprising:
a memory; and
a processing device coupled to the memory, the process-
ing device to:
receive a command to associate data with a work at a
point in the work;
generate a first digital fingerprint of a segment of the
work, wherein the segment corresponds to the point
in the work, and wherein the first digital fingerprint
comprises a feature vector of the segment of the
work; and
associate the data with the first digital fingerprint,
wherein the first digital fingerprint associated with
the data is usable to identify the point in the work at
which an action associated with the data is to be
performed.
17. The computing device of claim 16, wherein the
processing device is further to:
query a server, the query comprising the first digital
fingerprint;
receive a second digital fingerprint of a segment of a high
quality version of the work from the server, the segment
of the high quality version of the work corresponding
to the segment of the work; and
replace the first digital fingerprint with the second digital
fingerprint.
18. The computing device of claim 17, wherein the
processing device is further to:
analyze a quality of the segment of the work based on at
least one of characteristics of the segment or charac-
teristics of the first digital fingerprint; and
query the server in response to determining, based on the
analysis, that the quality of the segment of the work
fails to satisfy a quality threshold.
19. The computing device of claim 16, wherein the
processing device is further to:
transmit the first digital fingerprint and associated data to
a server for later use during playback of the work on at
least one of the computing device or an additional
computing device.
20. The computing device of claim 16, wherein the
processing device is further to:
send a request to a server to subscribe to additional data;
receive the additional data and an additional digital fin-
gerprint associated with the additional data, the addi-
tional digital fingerprint having been generated from an
additional segment of the work that corresponds to an
additional point in the work;
during playback of the work on the computing device,
identify the additional point in the work using the
additional digital fingerprint; and
present the additional data during the playback of the
additional point in the work.
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